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DETAILED ACTION 

1. This action is in response to remarks/arguments filed on December 27, 2006. 
Presently, Claims 1 - 12, 14 - 23, 25 - 34, 36 - 59, 61 - 68, 70 - 78 and 80 - 93 are 
pending. 

Allowable Subject Matter 

2. Claims 4-7 and 50 - 55 are allowed. 

The following is a statement of reasons for the indication of allowable subject 
matter: Even though prior art teaches "An apparatus comprising an encryption unit 
configured to encrypt a message containing the first encryption key, the message 
encrypted with the second encryption key; and a radio configured to transmit the 
message over a wireless network and configured to receive a subsequent message 
over the wireless network, the subsequent message encrypted with the first encryption 
key", the prior art does not explicitly teach that "a selector configured to select between 
the encryption key storage units as input to the encryption unit and decryption unit". 

Response to Arguments 

3. Applicant's arguments filed on December 27, 2006, have been fully considered 
but they are not persuasive for the following reasons: the applicant argues that the prior 
art Abdo et al. (2002/0080967) does not disclose or suggest "the transmission/reception 
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of a message containing a first encryption key over a wireless network, the message 
encrypted with a second encryption key". These arguments are not persuasive. 

Abdo et al. teaches "A method and apparatus for securely connecting one or 
more wireless peripheral devices such as keyboards, mice, game pads, remote 
controllers, joysticks and one or more host system such as personal computers or 
workstations, the secure connection reducing the vulnerability of wireless 
communications between a wireless peripheral device and a host system to accidental 
or malicious interface or eavesdropping". 

Examiner directs to Abdo Summary and paragraphs [0064, 0080-0081], wherein 
Abdo discloses that the user enters the encrypted key (provided by the host) and the 
receiving device decrypts the encrypted message to obtain encryption key whereby the 
subsequent messages are encrypted with the second encryption key. Furthermore, 
Abdo discloses that the communications between a wireless device and a host system 
is bi-directional wherein all the messages transmitted/received are encrypted using a 
symmetric key. 

Examiner further points out that "the transmission/reception of a message 
containing a first encryption key over a wireless network, the message encrypted with a 
second encryption key" is not the heart of the invention. If the applicant has the special 
transmission/reception in the invention then the examiner suggests amending the 
claims to explicitly recite such a transmission/reception technique. 
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A recitation directed to the manner in which a claimed apparatus is intended to 
be used does not distinguish the claimed apparatus from the prior art if prior art has the 
capability to do so perform (See MPEP 21 14 and Ex Parte Masham. 2 USPQ2d 1647 
(1987)). The prior art is replete with references disclosing "the transmission/reception of 
a message containing a first encryption key over a wireless network, the message 
encrypted with a second encryption key". (See PTO 892). 

4. Examiner also points out the instant invention is well depicted in Fig .4 A-C, page 
7 line 17 - page 1 1 line 9 of the instant specification and claimed in the independent 
claims 4 and 50. Allowable subject matter has been indicated in section 2 of this office 
action. Examiner maintains the rejection of Claims 1-3, 8-12, 14-23, 25-34, 36-49, 56 - 
68, 70-78 and 80-93. 

Claim Rejections - 35 USC § 102 

The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

5. Claims 1-3, 8-12, 14-23, 25-34, 36-49, 56 - 68, 70-78 and 80-93 are rejected 
under 35 U.S.C. 102(e) as being anticipated by Abdo et al. (U.S. Publication Number: 
2002/0141591). 
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Regarding Claim 1 , Abdo teaches and describes 

a first encryption key storage unit configured to store a first encryption key 
(Summary and paragraphs [0026-0029]); 

a second encryption key storage unit configured to contain a second encryption 
key (Summary and paragraphs [0026-0029]); 

an encryption unit configured to encrypt a message containing a first encryption 
key, the message encrypted with the second encryption key (Summary and paragraphs 
[0026-0029]); 

a radio configured to transmit the message over a wireless network and 
configured to receive a subsequent message over the wireless network, the subsequent 
message encrypted with the first encryption key (Summary and paragraphs [0026- 
0029]). 

Regarding Claims 12, 23 and 34, Abdo teaches and describes 
receiving, at a module, a second encryption key (Summary and paragraphs 
[0026-0029]); 

transmitting, from the module, a message containing a first encryption key over a 
wireless network the message encrypted with the second encryption key (Summary and 
paragraphs [0026-0029]); and 

receiving, at a module, a subsequent message encrypted with the first encryption 
key (Summary and paragraphs [0026-0029]). 
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Regarding Claim 47, Abdo teaches and describes 

a first encryption key storage unit configured to contain a first encryption key 
(Summary and paragraphs [0026-0029]); 

a radio configured to receive a message over a wireless network from a host and 
to transmit a subsequent message over the wireless network, the received message 
encoded with the first encryption key and containing a second encryption key, the 
subsequent message encrypted with the second encryption key (Summary and 
paragraphs [0064, 0080-0081]); 

a decryption unit configured to decrypt the received message with the first 
encryption key (Summary and paragraphs [0026-0029]); 

at least one temporary key storage unit configured to store the second encryption 
key (Summary and paragraphs [0026-0029]). 

Regarding Claims 58, 67 and 76, Abdo teaches and describes 

receiving a message over a wireless network from a host, the message encoded 
with a first encryption key and containing a second encryption key (Summary and 
paragraphs [0026-0029]); 

decrypting the received message using the first encryption key, extracting the 
second encryption key (Summary and paragraphs [0026-0029]); 

encrypting messages with the second encryption key; and sending the encrypted 
messages to the host (Summary and paragraphs [0026-0029]). 
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Claims 2 and 44 rejected as applied about in rejecting Claims 1 and 43. 
Furthermore, Abdo teaches and describes a decryption unit configured to decrypt the 
subsequent message received from the radio (paragraphs [0026-0029]). 

Claim 48 is rejected as applied about in rejecting Claim 47. Furthermore, Abdo 
teaches and describes encryption unit configured to encrypt the subsequent message 
with the second encryption key (paragraphs [0026-0029]). 

Claims 59, 68 and 78 are rejected as applied about in rejecting Claims 58, 67 
and 77. Furthermore, Abdo teaches and describes storing the second encryption key in 
an encryption key storage unit (paragraphs [0064, 0080-0081]). 

Claim 3 is rejected as applied about in rejecting Claim 2. Furthermore, Abdo 
teaches and describes a protocol management unit configured to convey the 
subsequent message to a host device (paragraphs [0026-0029]). 

Claim 14, 25 and 36 are rejected as applied about in rejecting Claims 13, 24 and 
35. Furthermore, Abdo teaches and describes decrypting the subsequent message with 
the first encryption key (paragraphs [0026-0029]). 
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Claims 86 and 49 are rejected as applied about in rejecting Claims 1 and 48. 
Furthermore, Abdo teaches and describes the radio is further configured to receive data 
messages over the wireless network from the host, the data message encoded with the 
second encryption key (paragraphs [0064, 0080-0081]). 

Claim 45 is rejected as applied about in rejecting Claim 44. Furthermore, Abdo 
teaches and describes encrypt messages sent to the host with the second encryption 
key (paragraphs [0064, 0080-0081]). 

Claims 15, 26, 37, 62, 71 and 81 are rejected as applied about in rejecting 
Claims 14, 25, 36, 61 and 70. Furthermore, Abdo teaches and describes wherein the 
second encryption key is symmetric (paragraphs [0064, 0080-0081]). 

Claims 16, 27, 38, 61, 70 and 80 are rejected as applied about in rejecting 
Claims 15, 26, 37, 59, 68 and 78. Furthermore, Abdo teaches and describes wherein 
the first encryption key is symmetric (paragraphs [0026-0029]). 

Claims 8, 17, 28, 39, 43, 56, 63, 72 and 82 are rejected as applied about in 
rejecting Claims 1,12, 23, 34, 42, 47, 58, 67 and 76. Furthermore, Abdo teaches and 
describes wherein the second encryption key is a peripheral device encryption key 
(paragraphs [0026-0029]). 
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Claims 9, 18, 29, 40, 87, 88 and 89 are rejected as applied about in rejecting 
Claims 8, 12, 17, 23, 28, 34, and 39. Furthermore, Abdo teaches and describes wherein 
the first encryption key is a host device encryption key (paragraphs [0026-0029]). 

Claims 10, 19, 30 and 41 are rejected as applied about in rejecting Claims 9, 18, 
29 and 40. Furthermore, Abdo teaches and describes wherein the peripheral device 
encryption key is received by a host device via input by a user (paragraphs [0026- 
0029]). 

Claims 20, 31 , 42 and 77 are rejected as applied about in rejecting Claims 18, 
29, 41 and 76. Furthermore, Abdo teaches and describes wherein the host device 
encryption key is stored within an encryption key storage unit (paragraphs [0026-0029]). 

Claims 21, 32, 65, 74 and 84 are rejected as applied about in rejecting Claims 
20, 29, 64, 73 and 83. Furthermore, Abdo teaches and describes wherein the 
encryption key storage unit that stores the host device encryption key is a read only 
memory (paragraphs [0026-0029]). 

Claims 1 1 , 22, 33, 46, 66, 75 and 85 are rejected as applied about in rejecting 
Claims 10, 21, 32, 45, 65, 73 and 84. Furthermore, Abdo teaches and describes 
wherein the protocol management unit is configured to convey the subsequent message 
to the host device via the Universal Serial Bus protocol (paragraphs [0028]). 



Application/Control Number: 10/032,228 Page 10 

Art Unit: 2136 

Claims 57, 64, 73, 83, 90, 91 , 92 and 93 are rejected as applied about in 
rejecting Claims 56, 58, 63, 67, 72, 76 and 82. Furthermore, Abdo teaches and 
describes wherein the second encryption key is a host device encryption key 
(paragraphs [0026-0029]). 



Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .1 36(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Pramila Parthasarathy whose telephone number is 571- 
272-3866. The examiner can normally be reached on 8:00a.m. To 5:00p.m.. If attempts 
to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Nasser Moazzami can be reached on 571-232-4195. Any inquiry of a general nature or 
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relating to the status of this application or proceeding should be directed to the 
receptionist whose telephone number is 703-305-3900. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR only. For more 
information about the PAIR system, contact the Electronic Business Center (EBC) at 
866-217-9197 (toll-free). 



Pramila Parthasarathy 
March 30, 2007. 




